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In a Security Operations Center (SOC), Firewall and Network Security tools are one of
the first lines of defense to secure an organization’s IT infrastructure. They are used in
multiple ways to prevent, detect, and respond to threats. Let me explain in detail:

How Firewall & Network Security Tools Are Used in SOC
1. Traffic Filtering & Access Control
o Firewalls block or allow network traffic based on rules (IP, ports, protocols).

e SOC teams configure policies to restrict unauthorized access and allow only trusted
traffic.

o Example: Blocking incoming traffic from known malicious IPs.

2. Segmentation & Isolation

e Used to separate sensitive networks (e.g., finance, HR, production servers) from
general user networks.

e Limits lateral movement if attackers compromise one system.

o Example: Creating DMZ zones for public-facing servers.

3. Intrusion Prevention & Detection (IPS/IDS Integration)
e Many next-gen firewalls (NGFW) have built-in IDS/IPS.

o These help detect abnormal patterns like port scans, brute-force attempts, or malware
traffic.

e SOC analysts use alerts to investigate suspicious activity.

4. Threat Intelligence Integration

o Firewalls integrate with Threat Intelligence Feeds to automatically block known
malicious domains, IPs, and URLs.

e SOC analysts monitor firewall logs to identify active attack campaigns.

5. Monitoring & Logging

o Firewalls send logs to SIEM (Security Information and Event Management)
systems.

e SOC analysts review logs for anomalies like:



o Multiple Tailed login attempts
o Outbound traffic to rare IPs (possible C2 communication)

o Large data exfiltration attempts

6. VPN & Secure Remote Access
o Firewalls provide VPN tunnels for remote employees.
e SOC ensures only authenticated and encrypted connections are allowed.

o Prevents attackers from exploiting remote access.

7. Application Control & Web Filtering

e Next-Gen Firewalls allow SOC to block risky applications (e.g., peer-to-peer,
unauthorized file sharing).

o Web filtering blocks access to malicious or inappropriate websites.

e Reduces phishing and malware risks.

8. DDoS Protection
o Some firewalls detect and block Distributed Denial of Service attacks.

e SOC teams rely on them to prevent network flooding and downtime.

9. Policy Enforcement & Compliance

o Firewalls enforce security policies required by regulations (PCI-DSS, HIPAA, ISO
27001).

e SOC monitors compliance through firewall rule reviews and audits.

10. Incident Response & Forensics
e During an attack, SOC teams may:
o Block attacker IPs in the firewall.
o Isolate compromised systems by modifying rules.

o Use firewall logs for forensic analysis to trace attack paths.



Summary in One Line

In a SOC, Firewalls and Network Security tools act as gatekeepers, threat detectors, and log
sources to prevent intrusions, control access, monitor traffic, and support incident response.

Firewall & Network Security Tools in SOC Tiers
Tier 1 — SOC Analysts (Monitoring & First Response)
e Role with Firewall Tools:
o Monitor firewall alerts & SIEM logs.
o Identify suspicious traffic (e.g., blocked malicious IPs, port scans).
o Escalate unusual incidents to Tier 2.
o Example Tasks:
o “Alert: Outbound traffic to blacklisted IP detected by firewall.”

o Block IP temporarily and escalate.

Tier 2 — SOC Incident Responders (Deep Investigation)
e Role with Firewall Tools:
o Analyze firewall logs in detail (who, what, when, where).
o Investigate advanced threats (e.g., data exfiltration attempts).
o Tune firewall rules to reduce false positives.
o Example Tasks:

o Investigating suspicious VPN login from an unusual country.

o Checking if firewall blocked lateral movement in the internal network.

o Coordinating with IT to adjust segmentation or IPS rules.

Tier 3 — SOC Threat Hunters / Security Engineers

¢ Role with Firewall Tools:

o Proactively hunt for hidden threats using firewall + threat intelligence.

o Develop advanced firewall policies (Geo-blocking, DDoS defense).
o Integrate firewall with SIEM, SOAR, TIPs for automated response.

o Conduct forensic analysis after breaches.



e EKxample lasks:
o Correlating firewall data with threat intel feeds to detect botnet activity.

o Building playbooks in SOAR to automatically block malicious IPs on
firewalls.

o Reviewing firewall configurations for compliance & zero-trust architecture.



100LS
1. Palo Alto Networks Next-Generation Firewall (NGFW)

Purpose

The Palo Alto NGFW is designed to provide application-aware, user-aware, and content-
aware security to defend against advanced cyber threats. Unlike traditional firewalls that only
filter based on ports and IP addresses, NGFWs from Palo Alto use deep packet inspection,
machine learning, and threat intelligence to protect against modern attacks.

In SOC, it is used for network perimeter defense, intrusion prevention, and real-time
threat detection.

Key Features

1. App-ID Technology — Identifies and controls applications regardless of port,
protocol, or encryption.

2. User-ID Integration — Associates network activity with specific users instead of just
IP addresses.

3. Content-ID Security — Scans for malware, exploits, spyware, and data exfiltration
in real time.

4. Threat Intelligence Integration — Uses WildFire (Palo Alto’s sandboxing) and
AutoFocus to detect zero-day threats.

5. Advanced Routing & VPN Support — Enables secure remote access, segmentation,
and multi-cloud protection.

Advantages
1. Granular visibility into applications, users, and content beyond just IP/port filtering.
2. High prevention rate against zero-day attacks with WildFire sandboxing.
3. Seamless SOC integration with SIEM, SOAR, and Threat Intelligence platforms.
4. Centralized management with Panorama for large enterprises.

5. Strong SSL/TLS decryption capability for encrypted traffic inspection.

Usage

1. Perimeter Security — Protects corporate networks from inbound and outbound
threats.

2. Segmentation — Creates internal firewalls between departments (east-west traffic
inspection).



Incident Response — SOC analysts use logs and alerts 1or correlation i SIEM
platforms (Splunk, QRadar, etc.).

4. Threat Hunting — Analysts use data from NGFW to trace suspicious IPs, domains,
Or users.
5. Compliance & Auditing — Helps in PCI-DSS, HIPAA, GDPR compliance by
enforcing strict access control.
Architecture

Control Plane — Manages configuration, routing, policy, and logging.

Data Plane — Performs actual traffic forwarding, inspection, and enforcement.
Management Plane — Provides centralized management via Panorama.
WildFire Cloud Sandbox — Analyzes unknown files for malware behavior.

Integration Layer — Connects with SIEM/SOAR for SOC visibility.

High-Level View:
Users/Devices — Firewall (Data Plane) — Threat Intelligence (WildFire, signatures) —
Policy Enforcement — Logging (to SOC SIEM).

Workflow
1. Traffic Ingestion — The firewall inspects incoming/outgoing packets.
2. App-ID & User-ID Analysis — Identifies the application and maps activity to users.
3. Policy Enforcement — Security policies are checked (e.g., allow/deny, decrypt,
inspect).
4. Content-ID Scanning — Detects malware, exploits, spyware, command-and-control.
5. Threat Prevention — Unknown files go to WildFire cloud for sandboxing.
6. Logging & Alerting — Events are logged and sent to SOC SIEM for correlation.
7. SOC Action — SOC analysts monitor alerts, correlate with threat intel, and take

response actions.



2. Cisco ASA Firewall

Purpose

Cisco Adaptive Security Appliance (ASA) is a stateful firewall that provides advanced
network security, VPN services, and intrusion prevention. It was one of the most widely used
enterprise firewalls before NGFWs became dominant.

In SOC, Cisco ASA is used to control traffic, establish secure VPN tunnels, and log events
for threat detection and correlation.

Key Features

1. Stateful Packet Inspection (SPI) — Tracks active connections and inspects traffic
flow.

2. Integrated VPN — Supports site-to-site VPN and remote-access VPN (IPsec &
SSL).

3. Intrusion Prevention System (IPS) — With FirePOWER integration, adds deep
inspection & signature-based attack detection.

4. High Availability — Active/Standby failover and clustering for redundancy.

5. Logging & Monitoring — Centralized syslog support for SOC monitoring.

Advantages
1. Proven reliability — Cisco ASA has a long track record in enterprise security.
2. Strong VPN capabilities — Widely used for secure remote work.
3. Scalability — Supports clustering for high-performance environments.
4. SOC integration — Works with SIEM (Splunk, QRadar, ELK) for log correlation.
5

Cisco ecosystem — Easily integrates with Cisco ISE, AMP, and Umbrella for layered
security.

Usage
1. Perimeter defense — Filtering malicious inbound/outbound traffic.
2. Remote access security — Enforcing secure VPN connections for users.
3. Incident detection — Forwarding logs to SIEM for alerting and correlation.

4. Policy enforcement — Blocking risky ports, applications, or IPs based on SOC
policies.

5. Threat investigation — SOC analysts trace [Ps/domains flagged in ASA logs.



Architecture

ASA Engine — Core firewall performing stateful packet inspection.
VPN Module — Handles [Psec & SSL VPN connections.

IPS/IDS Module (with FirePOWER services) — Provides intrusion prevention and
advanced malware protection.

Management Plane — Managed via Cisco ASDM (GUI), CLI, or centralized Cisco
Firepower Management Center (FMC).

Logging & Integration — Exports logs to external SIEM for SOC correlation.

High-Level View:
Users — Cisco ASA (Firewall + VPN + IPS module) — Security Policy Enforcement —
Logging — SIEM — SOC Analyst.

Workflow

1. Traffic Ingestion — ASA receives network traffic.

2. Connection Tracking — Stateful inspection ensures traffic belongs to valid sessions.

3. Policy Check — Matches against ACLs, NAT rules, and security policies.

4. Advanced Inspection — If FirePOWER module is enabled, traffic undergoes
IDS/IPS scanning.

5. VPN Security — If VPN is used, traffic is encrypted/decrypted securely.

6. Logging — ASA logs events (accept, deny, VPN sessions, anomalies) to a syslog
server or SIEM.

7. SOC Monitoring — Analysts detect anomalies, suspicious VPN logins, or attacks

from logs.



3. Fortinet FortiGate Firewall
Purpose

Fortinet FortiGate is a Next-Generation Firewall (NGFW) that provides network security,
VPN, intrusion prevention, and advanced threat protection.

It is widely used in SOCs because of its FortiGuard Threat Intelligence integration, strong
SD-WAN capabilities, and cost-effectiveness compared to other enterprise firewalls.

Key Features (5 Points)

1. Application Control & Deep Packet Inspection (DPI) — Identifies and controls
apps regardless of port/protocol.

2. Integrated IPS/IDS — Detects and blocks intrusion attempts using real-time
signatures.

3. FortiGuard Threat Intelligence — Cloud-based updates for malware, C2 domains,
and vulnerabilities.

4. SSL/TLS Inspection — Decrypts and inspects encrypted traffic for hidden threats.

5. SD-WAN & Multi-Cloud Security — Secure branch connectivity and hybrid cloud
protection.

Advantages (5 Points)
1. High performance due to Fortinet’s custom ASIC hardware acceleration.
2. Cost-effective compared to other NGFWs with similar features.
3. Strong threat intelligence with FortiGuard Labs integration.
4

Seamless ecosystem — integrates with FortiAnalyzer (logging), FortiSIEM,

FortiSandbox.
5. Flexible deployment — physical appliances, VMs, and cloud-native (AWS, Azure,
GCP).
Usage in SOC (5 Points)

1. Network Perimeter Defense — Prevents external threats from entering the enterprise.

2. Log Correlation — Forwards detailed logs/events to SIEM (e.g., Splunk, QRadar,

ELK).
3. Threat Hunting — SOC analysts trace attacks using FortiAnalyzer + FortiGate logs.
4. Incident Response — Automatic blocking of malicious IPs/domains detected by SOC.



J. Compliance Support — Enforces segmentation and access control (PCL, HIPAA,
GDPR).
Architecture

Control Plane — Manages security policies, routing, user identity.

Data Plane — Handles real-time traffic forwarding & inspection with FortiASIC
acceleration.

FortiGuard Cloud — Provides up-to-date threat intelligence (malware signatures,
C2 blacklists, vulnerabilities).

FortiAnalyzer — Centralized log collection and reporting for SOC.
FortiSIEM / SOAR — For advanced SOC automation & response.

High-Level Flow:
User/Device — FortiGate NGFW (Data Plane) — Threat Intelligence (FortiGuard) — Policy
Enforcement — Logging (FortiAnalyzer / SIEM) — SOC Analysts.

Workflow

1.
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Traffic Entry — Packets reach FortiGate.
App-ID & User-ID Recognition — Identifies traffic based on apps, users, groups.
Policy Check — Matches against configured firewall/security rules.

DPI & Threat Intelligence — Inspects payloads for malware, exploits, suspicious
activity.

SSL Decryption (if enabled) — Inspects encrypted sessions.
Decision Enforcement — Traffic allowed, blocked, or quarantined.
Logging & Alerting — Events/logs forwarded to FortiAnalyzer or external SIEM.

SOC Analysis — Analysts monitor alerts, investigate anomalies, and respond to
incidents.



4. Check Point Next-Generation Firewall (NGFW)

Purpose

Check Point NGFW is designed to provide comprehensive, multi-layered network security
by combining traditional firewall capabilities with intrusion prevention, threat intelligence,
and advanced malware detection.

In SOC operations, Check Point is highly valued for its centralized management, strong
threat prevention suite (SandBlast), and granular policy enforcement.

Key Features

1.

Identity Awareness — Maps network activity to users, groups, and roles for precise
access control.

2. Threat Prevention Suite — Includes IPS, Anti-Bot, Anti-Virus, URL Filtering, and
Application Control.

3. SandBlast Threat Emulation & Extraction — Advanced sandboxing for zero-day
protection and safe file delivery.

4. Centralized Management with SmartConsole — Single pane of glass to manage
policies, logs, and reports.

5. High Availability & Scalability — Clustering, load balancing, and cloud-native
deployments.

Advantages

1. Multi-layer protection with deep threat intelligence integration.

2. Granular policy control for applications, users, and data access.

3. Strong SOC visibility through detailed logs and SmartEvent correlation.

4. Industry-leading sandboxing (SandBlast) for zero-day attacks.

5. Unified management for large enterprise and distributed networks.

Usage

1. Network Traffic Control — Protects enterprise perimeters and internal zones.

2. Threat Intelligence Integration — SOC analysts leverage Check Point ThreatCloud
for hunting 1OCs.

3. Incident Detection & Response — Alerts and logs sent to SIEM for correlation.

4. Forensics & Investigation — SandBlast reports provide deep insights into advanced

threats.



J. Policy Eniorcement for Compliance — Helps organizations meet PCL-DSS, HIPAA,
GDPR, etc.

Architecture

o Security Gateway — Handles real-time traffic inspection, packet filtering, and policy
enforcement.

e Security Management Server (SMS) — Manages policies, configurations, and logs
for multiple gateways.

e ThreatCloud Intelligence — Cloud-based global threat intelligence feeds for SOC
detection.

e SandBlast Appliance/Cloud — Performs advanced file analysis in sandbox
environments.

e SmartEvent — Security event management and correlation engine.

High-Level Flow:
Users/Devices — Security Gateway (Firewall + IPS + App Control) — Threat Prevention
(SandBlast, ThreatCloud) — Logging (SMS, SmartEvent) — SIEM — SOC Analysts.

Workflow
1. Traffic Ingestion — Packets hit the Check Point Security Gateway.
2. Identity Awareness — Associates traffic with users, devices, and roles.
3. Policy Enforcement — Firewall, App Control, URL filtering policies applied.
4

Threat Prevention — Traffic scanned with IPS, Anti-Bot, AV, and sandboxing if
needed.

9]

ThreatCloud Updates — Matches against global threat intel for known 10Cs.
6. Decision — Traffic allowed, blocked, quarantined, or sanitized (file extraction).

7. Logging & Correlation — Events logged to SMS/SmartEvent, then forwarded to
SIEM.

8. SOC Monitoring — Analysts investigate alerts, correlate with external intel, and
respond.



S. Juniper Networks SRX Series

Purpose

The Juniper SRX Series is a family of high-performance Next-Generation Firewalls
(NGFWs) that provide perimeter security, intrusion prevention, advanced threat
detection, and secure connectivity.

In SOC environments, SRX devices are valued for their scalability in data centers, strong
integration with Juniper’s threat intelligence (SecIntel), and automation capabilities.

Key Features

1.

2. Integrated Intrusion Prevention System (IPS) — Detects and blocks known
vulnerabilities and exploits.

3. Juniper Advanced Threat Prevention (ATP) — Cloud-based sandboxing and threat
intelligence.

4. High Scalability & Performance — Suitable for large enterprises and service
providers.

5. Automation & APIs — Integrates with SIEM, SOAR, and orchestration platforms
for SOC automation.

Advantages

1. Carrier-grade performance — Designed for ISPs, large enterprises, and data
centers.

2. Strong visibility with AppSecure and advanced logging.

3. SOC-friendly integration with SIEMs (Splunk, QRadar, ELK) and SOAR platforms.

4. Flexible deployment — from branch SRX devices to large chassis-based SRX
firewalls.

5. Threat intelligence feeds from Juniper Seclntel for up-to-date IOC detection.

Usage

1. Perimeter & Internal Segmentation — Protects enterprise edges and isolates
internal zones.

2. Incident Detection — Logs feed into SIEM for alerting, anomaly detection, and
threat correlation.

3. Threat Hunting — SOC teams analyze SRX logs for malicious apps, IPs, and users.

AppSecure Suite — Application visibility, control, and deep packet inspection (DPI).



4. Incident Response — Supports automated blocking ol malicious domains/IPs Irom

SOC playbooks.
5. Compliance & Policy Enforcement — Helps meet security frameworks (PCI,
HIPAA, ISO).
Architecture

e Control Plane — Manages policies, routing, and device configuration.

e Data Plane — Performs packet forwarding, AppSecure inspection, and IPS
enforcement.

e AppSecure — Application ID, usage analytics, and control engine.

o Juniper ATP Cloud (SecIntel) — Cloud-based malware analysis and threat intel
feeds.

o Security Director — Centralized policy and log management platform.

High-Level Flow:
Users/Devices — SRX Firewall (Data Plane) — AppSecure + IPS + Seclntel — Logging
(Security Director / SIEM) — SOC Analysts.

Workflow
1. Traffic Ingestion — SRX inspects packets entering/exiting the network.
2. AppSecure Analysis — Identifies apps, protocols, and risky behavior.
3. Policy Enforcement — Applies firewall rules, ACLs, and access control.
4

Threat Prevention — IPS inspects for vulnerabilities; ATP sandbox analyzes
unknown files.

5. Threat Intelligence Check — Matches traffic against SecIntel feeds (malware
domains, IP blacklists).

6. Decision — Traffic allowed, blocked, or sent to sandbox for deeper inspection.

7. Logging & Alerting — Events stored locally, then exported to Security Director or
SIEM.

8. SOC Analysis — Analysts use logs to investigate, correlate with other alerts, and
respond.



6. Sophos XG Firewall (Next-Generation Firewall)

Purpose

The Sophos XG Firewall is a next-generation firewall (NGFW) that goes beyond traditional
packet filtering by adding application control, intrusion prevention, advanced threat
protection, and deep endpoint integration.

What makes it unique in SOC operations is its Synchronized Security feature, which allows
real-time data sharing between the firewall and Sophos Endpoint. This provides SOC analysts
with end-to-end visibility across network and endpoint activity, enabling faster detection
and response to threats like ransomware, botnets, and zero-day attacks.

Key Features

1.

Synchronized Security — Direct integration with Sophos Endpoint; if an endpoint is
compromised, the firewall can automatically isolate it from the network.

2. Advanced Threat Protection (ATP) — Protects against botnets, command-and-
control traffic, and other advanced threats in real time.

3. Intrusion Prevention System (IPS) — Detects and blocks exploits, DoS attacks, and
vulnerabilities.

4. Sophos Sandstorm (Cloud Sandbox) — Analyzes unknown files in a secure
sandbox to stop ransomware, zero-day, and advanced malware.

5. Centralized Visibility & Control — Managed via Sophos Central (cloud platform)
and offers rich dashboards, analytics, and reporting for SOC teams.

Advantages

1. Deep Endpoint Integration — Links firewall events with endpoint activity, reducing
SOC investigation time.

2. User-Friendly Management — Intuitive GUI and centralized cloud-based control for
SOC operators.

3. Enhanced Ransomware Protection — Detects suspicious behavior and isolates
compromised machines.

4. Cost-Effective NGFW — Offers enterprise-grade security at a lower cost compared to
Palo Alto, Check Point, etc.

5. Detailed Traffic Visibility — Provides granular logs, app-level monitoring, and

reports useful for SOC threat hunting.



Usage

1. Perimeter Defense — Stops malicious traffic at the gateway.

2. Incident Detection — Sends logs and alerts to SIEM for correlation (Splunk, QRadar,
ELK).

3. Endpoint-Network Correlation — SOC analysts can trace an attack from firewall
logs to endpoint actions.

4. Incident Response — Automatically isolates compromised endpoints to contain
attacks.

5. Compliance Support — Provides auditing, reporting, and enforcement for PCI-DSS,
HIPAA, GDPR, etc.

Architecture

Firewall Engine — Handles deep packet inspection (DPI), IPS, and firewall policies.

Synchronized Security Layer — Links firewall with endpoints via Sophos Security
Heartbeat.

Sophos Sandstorm — Cloud sandbox that detonates unknown files for behavioral
analysis.

Sophos Central (Cloud Management) — Centralized policy, logging, and alert
management.

Integration Layer — Connects to external SIEM/SOAR for SOC operations.

High-Level Flow:
Users/Devices — Sophos XG Firewall (DPI + IPS + ATP) — Sandstorm Sandbox (cloud
analysis) — Centralized Management (Sophos Central + SIEM) — SOC Analysts.

Workflow

1. Traffic Ingestion — Firewall intercepts packets at the gateway.

2. User & App Identification — Associates traffic with user identity and application.

3. Policy Enforcement — Applies firewall, IPS, and content filtering rules.

4. Threat Detection — DPI, IPS, and ATP engines scan traffic; suspicious files sent to
Sandstorm.

5. Endpoint Correlation — If endpoint is infected, firewall and endpoint share data via
Security Heartbeat.

6. Decision & Action — Traffic is allowed, blocked, or quarantined; endpoints may be

isolated.



Logging & Reporting — LEvents logged locally, in Sophos Central, and exported to
SOC SIEM.

SOC Response — Analysts investigate, correlate events with other security tools, and
initiate remediation.

7. SonicWall Firewall

Purpose

The SonicWall Firewall family is a Next-Generation Firewall (NGFW) solution designed
for network security, VPN access, intrusion prevention, and advanced threat protection.
In SOC operations, SonicWall is valued for its real-time threat intelligence (Capture
Labs), affordable deployment, and deep packet inspection for both encrypted and
unencrypted traffic. It’s commonly used in SMBs and mid-sized enterprises, though
higher-end models are also suitable for large environments.

Key Features

1.

Deep Packet Inspection (DPI-SSL) — Inspects encrypted SSL/TLS traffic to
uncover hidden threats.

2. Capture Advanced Threat Protection (ATP) — Cloud-based multi-engine sandbox
that detects zero-day malware and ransomware.

3. Gateway Anti-Virus, IPS, and Anti-Spyware — Integrated protection against
malware, exploits, and network intrusions.

4. Application Intelligence & Control — Identifies and controls applications and user
activities.

5. Centralized Management (CSC/NSM) — Cloud-based or on-premises platform to
manage policies, logs, and reporting across multiple firewalls.

Advantages

1. Affordable NGFW solution — Cost-effective compared to vendors like Palo Alto or
Check Point.

2. Strong SSL/TLS inspection — Handles encrypted traffic effectively, which is critical
for SOC visibility.

3. Real-time threat intelligence — Capture Labs updates signatures continuously.

4. Cloud sandboxing (Capture ATP) — Detects advanced malware and ransomware
before execution.

5. Detailed logging and reports — Provides SOC teams with visibility into attacks,

anomalies, and compliance metrics.



Usage in SOC

1. Perimeter Security — Protects network edges from inbound and outbound attacks.

2. Threat Detection — Logs forwarded to SIEM for correlation, anomaly detection, and
response.

3. SOC Threat Hunting — Analysts use firewall logs to trace malicious IPs, domains,
and application abuse.

4. Incident Response — Suspicious files flagged by Capture ATP can be isolated for
further SOC analysis.

5. Compliance Enforcement — Assists SOC in enforcing policies for PCI-DSS, HIPAA,
and GDPR.

Architecture

Firewall Engine — Provides core packet filtering, stateful inspection, and deep
packet inspection.

DPI-SSL Module — Inspects encrypted traffic (both inbound and outbound).

Capture ATP Sandbox — Multi-engine sandboxing for unknown files and zero-day
threats.

Capture Security Center (CSC) / Network Security Manager (NSM) —
Centralized log collection, analytics, and policy enforcement.

Integration Layer — Exports logs to SIEM/SOAR platforms for SOC visibility.

High-Level Flow:
Users/Devices — SonicWall NGFW (Firewall + DPI-SSL + IPS) — Capture ATP Sandbox
— Logging (CSC/NSM + SIEM) — SOC Analysts.

Workflow

1.
2.

Traffic Ingestion — Packets enter the firewall.
App & User Identification — Associates traffic with users and applications.

Policy Check — Matches traffic against security policies (firewall rules, app control,
content filtering).

Threat Detection — Runs IPS, anti-virus, anti-spyware, and deep SSL/TLS
inspection.

Capture ATP Analysis — Unknown or suspicious files are uploaded to SonicWall’s
sandbox for detonation.



Decision & Enforcement — lraffic 1s allowed, blocked, or quarantined based on
results.

7. Logging & Alerting — Events sent to CSC/NSM and external SIEM for SOC
monitoring.
8. SOC Investigation — Analysts correlate SonicWall logs with endpoint or server logs
to detect advanced attacks.
8. WatchGuard Firebox
Purpose

The WatchGuard Firebox is a unified threat management (UTM) and next-generation
firewall (NGFW) solution designed for network security, advanced malware protection,
and secure VPN connectivity.

In SOC operations, WatchGuard Firebox is valued for its ease of deployment, centralized
management, and strong integration with WatchGuard’s cloud-based ThreatSync
platform, which helps analysts quickly correlate and respond to threats across endpoints and
networks.

Key Features

1.

Total Security Suite — Includes firewalling, IPS, AV, DNS filtering, sandboxing, and
threat correlation.

2. APT Blocker (Sandboxing) — Detects zero-day malware and ransomware by
detonating suspicious files in a sandbox.

3. DNSWatch — Blocks malicious domains and prevents command-and-control
callbacks.

4. ThreatSync (XDR) — Correlates data from Firebox, endpoints, and cloud services
for SOC visibility.

5. Centralized Cloud Management — Manage multiple firewalls, policies, and logs
from WatchGuard Cloud.

Advantages

1. All-in-one security — UTM + NGFW + XDR in one device.

2. Cloud-managed — Easy deployment and centralized visibility for SOC teams.

3. Strong DNS & sandboxing defense — Stops phishing, ransomware, and C2 activity.

4. SOC-friendly logging — Exports logs/events to SIEM for threat correlation.

5. Cost-effective & scalable — Suitable for SMBs as well as distributed enterprises.



Usage

1. Perimeter Defense — Protects enterprise networks from external threats.

2. Threat Detection — Detects malware, phishing, ransomware via DNSWatch and APT
Blocker.

3. Incident Response — Automatically blocks malicious IPs/domains; alerts SOC
analysts.

4. Threat Correlation — SOC teams leverage ThreatSync for cross-device attack
analysis.

5. Compliance & Reporting — Provides logs/reports for PCI-DSS, HIPAA, and GDPR
compliance.

Architecture

Firebox NGFW Engine — Handles firewalling, stateful inspection, and traffic
filtering.

APT Blocker (Sandbox) — Cloud-based zero-day detection system.
DNSWatch — Blocks DNS-level threats before reaching endpoints.

ThreatSync (XDR Platform) — Aggregates and correlates security events from
Firebox and other WatchGuard products.

WatchGuard Cloud — Centralized management, monitoring, and reporting.

High-Level Flow:
Users/Devices — Firebox (Firewall + IPS + AV + DNS Filtering) — APT Blocker Sandbox +
DNSWatch — ThreatSync (Correlation) — Logs/Events — SOC SIEM — Analysts.

Workflow

1. Traffic Ingestion — Firebox inspects incoming/outgoing network packets.

2. Application & User Analysis — Identifies application traffic and associates with
users.

3. Policy Enforcement — Applies firewall, IPS, AV, and content filtering rules.

4. Threat Detection — Uses DNSWatch, AV, and IPS to stop known threats; suspicious
files go to APT Blocker.

5. APT Blocker Sandbox — Executes files in a sandbox to detect ransomware and
zero-day malware.

6. ThreatSync Correlation — Aggregates events across endpoints, networks, and cloud

for SOC visibility.



Decision & Enforcement — l1raffic allowed, blocked, or quarantined automatically.
Logging & Alerting — Logs sent to WatchGuard Cloud or external SIEM.

SOC Monitoring — Analysts investigate incidents, correlate with global threat intel,
and take response actions.

9. pfSense (Open-Source Firewall)

Purpose

pfSense is a free, open-source firewall and router platform based on FreeBSD.

It provides enterprise-grade firewalling, VPN, intrusion detection, and traffic shaping at
low cost.

In SOC operations, pfSense is widely used in labs, testing, SMB networks, and budget-
conscious enterprises for network visibility, traffic monitoring, and IDS/IPS integration
(via Suricata or Snort).

Key Features

1.

Stateful Packet Filtering Firewall — Advanced traffic filtering with fine-grained
rules.

2. Built-in VPN Support — IPSec, Open VPN, WireGuard, and SSL/TLS VPNs.

3. IDS/IPS Integration — Supports Suricata/Snort for intrusion detection and
prevention.

4. Traffic Shaping & QoS — Bandwidth control and prioritization for business-critical
apps.

5. Extensible via Packages — Add-ons like pfBlockerNG (threat intelligence, IP/domain
blocklists), Squid proxy, etc.

Advantages

1. Free & Open-Source — No licensing fees, highly customizable.

2. Highly Flexible — Can act as firewall, router, IDS/IPS, VPN concentrator, or proxy.

3. Strong Community & Documentation — Wide adoption with active support.

4. SOC Lab Friendly — Ideal for training SOC analysts with IDS/IPS and log
monitoring.

5. Scalable — Runs on physical appliances, VMs, or cloud (AWS, Azure, GCP).



Usage

1. Perimeter Security — Provides firewall protection at network edges.
2. Threat Intelligence Enforcement — pfBlockerNG blocks malicious IPs/domains via
threat feeds.
3. SOC Labs/Training — Commonly deployed in cyber ranges for SOC analyst training.
4. Log Forwarding — Exports logs to SIEM for monitoring and correlation.
5. VPN Security — Monitors and secures remote employee connections.
Architecture
o FreeBSD Kernel — Core OS foundation.
o pf (Packet Filter) — Provides firewall functionality with stateful inspection.
e  WebGUI/CLI — Configuration and management interfaces.
o Packages — Extensible modules like Suricata (IDS/IPS), pfBlockerNG (T1), Squid
Proxy.
o Logging & Monitoring — Syslog forwarding to SIEM or ELK stack for SOC
visibility.
Flow:

Users/Devices — pfSense (Firewall Engine + pfBlockerNG + IDS/IPS) — VPN/Proxy if
configured — Logs — SOC SIEM — Analyst Actions.

Workflow

1.

2
3.
4

Traffic Entry — Packets arrive at pfSense firewall.
Packet Inspection — Stateful inspection applies firewall rules.
Policy Enforcement — Traffic allowed/blocked based on ACLs.

Threat Detection — Suricata/Snort checks against signatures, pfBlockerNG applies
TI blocklists.

VPN Handling — Secure tunnels (IPSec/OpenVPN/WireGuard) established for
remote workers.

Traffic Shaping — Bandwidth throttling and QoS applied if configured.
Logging — All events logged and forwarded to SIEM (e.g., Splunk, ELK, Graylog).

SOC Monitoring — Analysts review alerts, detect anomalies, and take remediation
steps.



10. IPFire (Open-Source Firewall & Security Platform)

Purpose

IPFire is a Linux-based open-source firewall and security distribution designed for
network protection, intrusion detection, and secure routing.

It is commonly used in SMBs, enterprises, and SOC labs for perimeter defense, IDS/IPS
monitoring, VPN management, and logging integration with SIEM.

Unlike pfSense (FreeBSD-based), [PFire is Linux-focused and emphasizes modularity with
security add-ons.

Key Features

1.

2. IDS/IPS Integration (Snort/Suricata) — Detects and blocks intrusions in real time.
3. VPN Support — Supports [PSec, OpenVPN, and WireGuard for secure remote access.
4. Web Proxy & Content Filtering — Squid proxy with URL filtering, caching, and
antivirus scanning.
5. Add-On Extensions — Modular system with security add-ons (Guardian, Advanced
Proxy, Tor Gateway).
Advantages
1. Open-Source & Free — Cost-effective with no licensing burden.
2. Modular & Customizable — Security features added via plugins (e.g., Guardian for
auto-blocking).
3. IDS/IPS Ready — SOC teams can leverage Snort or Suricata integration.
4. Good for SOC Labs — Excellent for SOC analyst training on packet inspection and
intrusion detection.
5. Logging & SIEM Integration — Syslog forwarding for centralized monitoring.
Usage
1. Perimeter Defense — Blocks unauthorized traffic at entry points.
2. Threat Hunting — IDS/IPS events forwarded to SIEM for SOC analysis.
3. VPN Management — Provides secure tunnels for remote SOC analysts or employees.
4. Content Security — Proxy filtering prevents malicious websites and downloads.

Stateful Packet Inspection (SPI) Firewall — Built on netfilter/iptables, ensures
strong filtering.



d.

SOC Lab Simulation — Widely used 1n cybersecurity training and capture-the-ilag
labs.

Architecture

Flow:

Linux Kernel — Core foundation.

Netfilter/Iptables — Firewall engine for packet filtering.

IDS/IPS Module (Snort/Suricata) — Detects suspicious activity.
Proxy/Filtering Engine — Squid proxy, ClamAV antivirus, URL filtering.
Add-On Modules — Guardian (auto-block), Tor, monitoring tools.

Logging Engine — Syslog forwarding to SIEM (Splunk, ELK, Graylog).

Traffic — Netfilter Firewall — IDS/IPS (Snort/Suricata) — Proxy Filtering/AV — Logs —
SOC SIEM — Analyst Actions.

Workflow

1. Inbound/Outbound Traffic — Hits IPFire’s packet filter.

2. Firewall Rules Applied — Stateful inspection checks against ACLs.

3. Intrusion Detection — IDS/IPS scans packets against signatures and anomaly rules.

4. Content Filtering — Proxy inspects traffic, applies web filtering, antivirus scanning.

5. VPN Traffic Handling — Secures remote connections via
OpenVPN/IPSec/WireGuard.

6. Add-On Enforcement — Guardian auto-blocks IPs after IDS alerts; Tor Gateway
anonymizes traffic if configured.

7. Logging & Alerting — All events logged; suspicious activity sent to SIEM.

8. SOC Monitoring — Analysts correlate IDS/IPS alerts, proxy logs, and VPN activity

for incident detection.



11. Untangle NG Firewall

Purpose

Untangle NG Firewall is a comprehensive, Linux-based next-generation firewall that
integrates network security, filtering, and monitoring into a single modular platform.
It is designed for SMBs, enterprises, and managed SOC environments to protect against
malware, phishing, ransomware, insider threats, and data exfiltration, while also
offering reporting and SIEM integration.

Key Features

1.

Next-Generation Firewall NGFW) — Deep packet inspection with advanced
filtering.

2. Intrusion Prevention System (IPS) — Signature-based and anomaly-based blocking.

3. Web & Application Filtering — Controls access to websites, apps, and cloud
services.

4. VPN Support (IPSec, OpenVPN, WireGuard) — Secure site-to-site and remote
access tunnels.

5. Advanced Reporting & SIEM Integration — In-depth traffic analysis, SOC-friendly
dashboards, and log forwarding.

Advantages

1. Modular App Store Approach — SOC can deploy only required security modules.

2. User-Friendly Interface — Easier for SOC Level 1 analysts to manage.

3. Granular Control — Policy-based management for users, devices, and applications.

4. Comprehensive Threat Protection — Combines firewall, IPS, antivirus, and web
filter in one system.

5. Good Cloud & On-Premises Flexibility — Works in physical appliances, virtual
machines, and cloud deployments.

Usage

1. Network Traffic Control — Granular firewall rules applied to segments.

2. Threat Detection & Response — IPS events monitored in SIEM for SOC analysis.

3. Web & Application Monitoring — SOC tracks insider misuse or shadow IT activity.

4. VPN for SOC Analysts — Secure analyst access for investigations.

5. Incident Reporting — Reports and alerts feed directly into SOC workflows.



Architecture

Flow:

Core OS — Linux-based security distribution.

Firewall Engine — Deep packet inspection, stateful inspection, ACL enforcement.
IPS Engine — Snort/Suricata-based intrusion prevention.

Web Filtering Engine — URL filtering, SSL inspection, application control.
Antivirus/Anti-Malware — Inline scanning with real-time blocking.

VPN Engine — Supports [PSec, OpenVPN, WireGuard.

Logging & Reporting — Real-time dashboards, syslog forwarding to SIEM (Splunk,
ELK, Graylog).

Traffic > NGFW Firewall — IPS Engine — Web/App Filtering — Malware Scanning —
VPN Encryption/Decryption — Logs — SIEM — SOC Analyst Actions.

Workflow

1.

2
3
4
5.
6
7
8

Incoming/Outgoing Traffic — First filtered by NGFW rules.

. Intrusion Prevention Check — IPS inspects packets for signatures and anomalies.
. Web & App Control — Application-level filtering enforces usage policies.

. Malware/Phishing Detection — Antivirus blocks malicious payloads.

VPN Handling — Remote SOC teams use secure tunnels for monitoring.

. Logging & Reporting — All firewall, IPS, and filtering events logged.

SIEM Integration — Events sent to Splunk/ELK for correlation.

SOC Incident Response — Analysts investigate alerts, block malicious sources, fine-
tune rules.



12. Barracuda CloudGen Firewall

Purpose

The Barracuda CloudGen Firewall is designed for distributed networks, cloud, and
hybrid environments.

Its main goal is to provide secure connectivity, advanced threat protection, and
centralized management across on-premises, cloud (AWS, Azure, GCP), and branch
offices.

In a SOC, it is used to secure enterprise WAN traffic, detect and block threats, optimize
bandwidth usage, and provide centralized logging and monitoring for incident response.

Key Features

1. Next-Generation Firewall Capabilities — Application control, URL filtering, SSL
inspection, DPI.

2. Advanced Threat Protection (ATP) — Cloud-based sandboxing against zero-day
malware.

3. SD-WAN Integration — Optimizes traffic across multiple WAN links for reliability.

4. Intrusion Detection & Prevention (IDS/IPS) — Signature-based and behavioral
anomaly detection.

5. Centralized Management & SIEM Integration — Logs, alerts, and reports pushed to
SOC tools (Splunk, QRadar, ELK).

Advantages
1. Strong Cloud & Hybrid Support — Works seamlessly in AWS, Azure, and GCP.
2. Centralized SOC Visibility — Scales well across multiple sites/branches.
3. Zero-Day Protection — ATP sandboxing helps SOC against evolving threats.
4. Integrated SD-WAN — Reduces network latency and cost while improving security.
5

Scalable Licensing — Flexible for SMBs and large enterprises.

Usage

1. Perimeter Defense — Protects traffic across HQ, branches, and cloud apps.
Threat Intelligence Feeds — Feeds ATP/IPS data to SIEM for SOC threat hunting.
WAN Traffic Monitoring — SOC monitors bandwidth usage and anomalies.

Remote SOC Analyst Access — Secure VPN tunnels for SOC teams.

wok W

Incident Response — Real-time logging and alerting for security events.



Architecture

Flow:

Firewall Engine — Stateful and deep packet inspection.

Application Control Layer — Identifies applications (Skype, Dropbox, Zoom) for
policy enforcement.

IPS/IDS Engine — Detects and blocks malicious patterns.
ATP Sandbox — Suspicious files analyzed in isolated cloud environment.
SD-WAN Controller — Optimizes routing across MPLS, LTE, broadband links.

Central Management (Barracuda Control Center) — Unified policy and logging
interface.

Logging/Monitoring — Syslog export to SIEM (Splunk, ELK, QRadar).

Traffic — Firewall Rules — IPS Engine — Application Control — ATP Sandbox (if
suspicious) — Routing (via SD-WAN) — Logs Forwarded — SIEM — SOC Analyst

Review.
Workflow
1. Traffic Ingress/Egress — Barracuda inspects all inbound/outbound packets.
2. Deep Packet Inspection (DPI) — Checks content for threats, applies firewall rules.
3. Intrusion Prevention — Detects and blocks attacks (SQLi, port scans, DoS).
4. Sandbox Execution — Unknown files executed in ATP sandbox before delivery.
5. App & Web Filtering — Enforces SOC-defined policies on user activities.
6. VPN/SD-WAN Handling — Ensures secure, optimized communication between
offices/cloud.
7. Log Forwarding — Events exported to SIEM for correlation.
8. SOC Response — SOC analysts review anomalies, block malicious IPs, adjust

firewall rules.



13. Zscaler Internet Access (Cloud Firewall)

Purpose

Zscaler Internet Access (ZIA) is a cloud-delivered firewall and secure web gateway that
protects users and devices regardless of location. Unlike traditional on-prem firewalls, ZIA
provides cloud-native perimeter-less security for enterprises adopting Zero Trust and
remote work.

In a SOC, ZIA helps by giving centralized visibility into all user internet traffic, applying
threat prevention policies, and sending logs/events to SIEM for real-time threat detection
and incident response.

Key Features
1. Cloud-Native Firewall — No hardware needed; full firewall stack in the cloud.
2. Secure Web Gateway (SWG) — Blocks malicious sites, phishing domains, and
enforces URL filtering.
3. Advanced Threat Protection — Includes sandboxing, SSL inspection, and DNS
security.
4. Zero Trust Network Access (ZTNA) — Ensures least-privilege access for users/apps.
5. SOC Integration — Real-time traffic logging to SIEM (Splunk, QRadar, Elastic).
Advantages
1. Scalable Cloud Firewall — Ideal for remote workers, branch offices, and hybrid
environments.
2. No Hardware Management — Reduces SOC workload for firewall
patching/maintenance.
3. Encrypted Traffic Visibility — Deep SSL inspection protects against hidden malware.
4. Global Cloud Presence — Zscaler has worldwide data centers, reducing latency.
5. Fast SOC Incident Detection — Rich logs with user identity and device context.
Usage
1. Threat Hunting — SOC analysts monitor DNS queries, blocked requests, and
suspicious outbound traffic.
2. Phishing Detection — ZIA prevents users from accessing phishing/malware sites.
3. Insider Threat Monitoring — Detects suspicious data exfiltration attempts.
4. Incident Correlation — SOC integrates ZIA logs into SIEM for behavioral analysis.



J. Policy Enforcement — >OC teams eniorce mternet usage policies across all
endpoints.

Architecture
e Cloud Firewall Layer — Applies firewall rules, blocks malicious traffic.

e  SWG (Secure Web Gateway) — Filters web traffic, inspects SSL, and prevents
phishing.

o Threat Intelligence & Sandbox — Detects zero-day malware in the cloud.
e ZTNA (Zero Trust Access) — Validates user/device before granting access.

o Centralized Logging — All traffic events streamed to Zscaler Nanolog Streaming
Service (NSS) — forwarded to SIEM/SOC.

Flow:

User Device — Zscaler Cloud Firewall — DPI/SSL Inspection — Policy Enforcement
(allow/deny) — Threat Analysis (sandbox if needed) — Internet/App Access — Logs —
SIEM — SOC Review.

Workflow

1. User Traffic Redirection — All internet-bound traffic goes to Zscaler cloud.
Authentication & Policy Check — Verifies user/device identity (Zero Trust).
Traffic Inspection — Performs DPI + SSL decryption to detect malware.
Threat Blocking — Stops malicious websites, phishing attempts, or suspicious files.
Sandbox Execution — Unknown files analyzed in cloud sandbox.
Policy Enforcement — Applies company-specific browsing and app usage rules.

Event Logging — All actions sent to Nanolog — SIEM (Splunk/QRadar/ELK).

® N kWD

SOC Monitoring & Response — SOC analysts investigate anomalies, block
IPs/domains, and fine-tune ZIA policies.



14. Forcepoint Next-Generation Firewall (NGEFW)

Purpose

Forcepoint NGFW is a network security solution that combines traditional firewalling,
IPS, VPN, and advanced threat defense with centralized management.

Its primary purpose is to give enterprises deep visibility, policy-based control, and strong
threat prevention across hybrid environments (on-prem, cloud, and remote).

In SOC operations, Forcepoint NGFW is used to:

Monitor and control north-south (internet) and east-west (internal) traffic.
Enforce Zero Trust security policies.
Provide event correlation and logging for SIEMs.

Help analysts detect and mitigate intrusions and insider threats.

Key Features

1.

Advanced Firewall + IPS — Stateful inspection, DPI, intrusion prevention in one
system.

2. Centralized Management Console (Forcepoint Security Management Center) —
One console for hundreds of firewalls.

3. Encrypted Traffic Inspection — SSL/TLS decryption for hidden threat detection.

4. Secure SD-WAN — Built-in WAN optimization and security for branch offices.

5. Real-Time SOC Integration — Logs, alerts, and telemetry integrated into
SIEM/SOAR.

Advantages

1. Unified Security — Firewall, VPN, IPS, and SD-WAN in a single platform.

2. High Availability — Clustering ensures minimal downtime (important for SOC
monitoring).

3. Deep Logging — Provides granular session and user activity logs for SOC analysis.

4. Reduced Complexity — Centralized management reduces SOC workload.

5. Advanced Threat Protection — Uses threat intelligence feeds and sandboxing.



Usage

Traffic Analysis — SOC analysts monitor Forcepoint logs for unusual network flows.

Intrusion Detection & Prevention — Detects brute-force, malware C2 traffic, and
policy violations.

Incident Correlation — Events forwarded to SIEM (Splunk, QRadar, ELK) for
correlation.

Remote Access Security — SOC enforces VPN policies for secure workforce access.

Forensics — Deep packet logging helps SOC investigate incidents and lateral
movement.

Architecture

Flow:

NGFW Gateway — Sits at network perimeter or between segments; enforces firewall
+ IPS rules.

Forcepoint Security Management Center (SMC) — Central console for policies,
monitoring, and updates.

Threat Intelligence Service — Cloud-powered feed of known malicious IPs, URLs,
and domains.

SSL/TLS Inspection Engine — Decrypts and inspects encrypted traffic.
Logging & Event Forwarding — Sends logs to SIEM/SOC systems for analysis.

User/Device — Forcepoint NGFW Gateway — Packet Filtering (DPI) — Policy
Enforcement (allow/block) — Threat Detection (IPS, sandbox) — Logs — Forcepoint SMC
— SIEM — SOC Analyst Review.

Workflow

1. Inbound/Outbound Traffic Capture — NGFW inspects all packets.

2. Deep Packet Inspection (DPI) — Identifies apps, protocols, and suspicious patterns.

3. Intrusion Prevention — Blocks known exploits, malware C2, or data exfiltration
attempts.

4. Policy Enforcement — Applies firewall rules, VPN authentication, and web filtering.

5. SSL Inspection — Decrypts encrypted flows for hidden threat analysis.

6. Threat Intelligence Matching — Compares [Ps/domains against Forcepoint cloud
feeds.

7. Event Logging — Security logs sent to Forcepoint SMC — SIEM.



o. SOC Response — >OC analysts investigate anomalies, I1ine-tune policies, and initiate
incident response.

15. Huawei USG Firewall

Purpose

The Huawei Unified Security Gateway (USG) Firewall is a next-generation firewall that
combines traditional firewalling, intrusion prevention, VPN, DDoS protection, and
threat intelligence into one platform.

Its main purpose in a SOC (Security Operations Center) is to:
o Protect enterprise networks against both internal and external attacks.
e Provide fine-grained application control and user-based policies.
e Act as a security log source for SIEM and SOC teams.

o Ensure regulatory compliance by preventing data leaks and unauthorized access.

Key Features

1. Next-Generation Firewalling (NGFW) — Stateful inspection, deep packet
inspection, application awareness.

2. Intrusion Prevention System (IPS) — Blocks exploits, malware, and known
vulnerabilities.

3. Anti-DDoS & Advanced Threat Defense — Protects against volumetric and
application-layer DDoS attacks.

4. Threat Intelligence Integration — Works with Huawei’s cloud-based threat
intelligence feeds.

5. Comprehensive VPN (IPSec & SSL) — Secures remote user and site-to-site
communications.

Advantages

1. High-Performance Throughput — Handles large volumes of traffic with minimal
latency.

2. Integrated Security Services — Firewall, IPS, VPN, DDoS, and content filtering in
one.

3. Scalability — Suitable for enterprises, ISPs, and cloud data centers.
4. Cost-Effective — Offers strong protection with competitive pricing vs. rivals.

5. SOC-Friendly Logs — Provides detailed logging and reporting for SIEM ingestion.



Usage

1. Traffic Monitoring — SOC analysts use Huawei USG logs to analyze abnormal
traffic flows.
2. Threat Detection — Identifies malware traffic, exploit attempts, and suspicious IP
connections.
3. Incident Correlation — Logs are fed into SIEM (e.g., Splunk, QRadar, ELK) for
correlation with other data sources.
4. DDeoS Mitigation — Alerts SOC teams when volumetric or application-level attacks
are detected.
5. Remote Workforce Security — SOC enforces VPN access policies for employees.
Architecture
o USG Firewall Gateway — Core firewall that enforces policies, filters traffic, and
provides IPS/DDoS protection.
e Security Control Center (SCC) — Centralized policy and log management system.
o Threat Intelligence Cloud (Huawei Security Services) — Feeds real-time threat intel
(IPs, domains, malware signatures).
o SSL/TLS Inspection Engine — Detects threats in encrypted traffic.
o Logging & SIEM Integration — Exports logs/events to SOC systems for real-time
monitoring.
Flow:

User/Device — USG Firewall Gateway — DPI + IPS — Policy Enforcement (block/allow)
— Threat Intelligence Lookup — Event Logging — SCC — SIEM — SOC Analysts.

Workflow

1.
2.

Traffic Capture — The USG intercepts inbound and outbound packets.
Deep Packet Inspection (DPI) — Classifies traffic by protocol, app, and behavior.

Intrusion Detection/Prevention — Detects and blocks known exploits, malware, or
anomalous patterns.

Threat Intelligence Matching — Compares traffic against Huawei’s cloud threat
database.

Policy Enforcement — Applies firewall rules (access control, app filtering, DDoS
thresholds).

VPN Security — Secures communications for remote users and branch offices.



/. Logging & Reporting — Detailed session and event logs forwarded to SIEM.

8. SOC Response — SOC analysts investigate alerts, correlate logs, and fine-tune
detection rules.

Firewall & Network Security Tools in SOC — Tier-wise Usage
1. Palo Alto Networks Next-Generation Firewall NGFW)
o Tier 1: Monitors Palo Alto logs in SIEM (e.g., blocked IPs, URL filtering alerts).
o Tier 2: Investigates suspicious traffic (C2 servers, brute-force login attempts).

o Tier 3: Creates advanced security policies, integrates with SOAR for auto-blocking,
configures Threat Intelligence feeds (AutoFocus, WildFire).

2. Cisco ASA / Cisco Firepower
o Tier 1: Watches ASA logs for denied connections, VPN login attempts.
o Tier 2: Analyzes firewall + IPS events to spot intrusion attempts.

e Tier 3: Configures custom intrusion policies, sets up geo-blocking, integrates with
Cisco SecureX for orchestration.

3. Fortinet FortiGate Firewall

o Tier 1: Responds to alerts from FortiGate (malware sites blocked, unauthorized
access attempts).

o Tier 2: Uses FortiAnalyzer to perform deep log analysis, checks VPN & SSL traffic
anomalies.

e Tier 3: Tunes UTM (Unified Threat Management) features, configures sandboxing
(FortiSandbox), integrates with SOAR for auto-responses.

4. Check Point Next-Gen Firewall (NGFW)
e Tier 1: Monitors SmartConsole alerts (IPS signatures triggered, DDoS attempts).
o Tier 2: Investigates suspicious outbound connections, escalates policy issues.

o Tier 3: Designs segmentation policies, integrates with Check Point ThreatCloud for
proactive blocking.



S. Juniper SRAX dSeries

Tier 1: Reviews logs for blocked traffic, detects brute-force attempts.
Tier 2: Correlates SRX IDS/IPS alerts with SIEM for incident investigation.

Tier 3: Builds advanced firewall policies (zero-trust), integrates with Juniper ATP
Cloud for threat intel.

6. Sophos XG Firewall

Tier 1: Monitors alerts (ransomware protection, malicious site blocking).
Tier 2: Investigates malware detections using Sophos Central logs.

Tier 3: Configures deep packet inspection, application control, and integrates with
EDR/XDR.

7. SonicWall Firewall

Tier 1: Responds to blocked traffic alerts, failed VPN logins.
Tier 2: Analyzes IPS alerts for suspicious lateral movement.

Tier 3: Configures Capture ATP (sandboxing), integrates with SOAR for auto-
blocking.

8. WatchGuard Firebox

Tier 1: Monitors alerts (malware site blocking, phishing attempt detection).
Tier 2: Analyzes VPN traffic anomalies and intrusion attempts.

Tier 3: Configures advanced rules, manages centralized reporting, integrates with
WatchGuard ThreatSync.

9. pfSense (Open-source Firewall)

Tier 1: Reviews pfSense logs (unusual traffic spikes, port scans).
Tier 2: Correlates pfSense data with SIEM to investigate suspicious events.

Tier 3: Customizes IDS/IPS with Snort/Suricata, builds automated scripts for
response.



10. 1PF1re / Untangle NG / OPNsense (Open-source KFirewalls)
o Tier 1: Responds to basic alerts (traffic blocking, intrusion attempts).
o Tier 2: Performs packet analysis & investigates anomalies.

o Tier 3: Configures intrusion detection plugins, integrates with SIEM & automation
platforms.



